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Questor AI Security Audit Report
Automated security audit, risk analysis and AI-assisted finding explanation

Generated at 2026-08-05 21:19:45 UTC

File test_config.env

Risk level HIGH

Risk score 7

Risk percentage 14

Total findings 6

Executive Summary
High risk findings detected. Prioritize remediation immediately.

Severity Count

CRITICAL 0

HIGH 2

MEDIUM 4

LOW 0

AI-Assisted Analysis

AI enrichment enabled True

Strategy high_critical_only

Eligible findings 2

Enriched findings 2

Provider ollama

Model phi3:mini

Security note: Questor sends sanitized finding metadata to the local AI service. Raw secret values should remain masked in the report and must be
rotated if confirmed as real credentials.
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Findings Detail
Type Severity Provider Confidence Line

Hardcoded Password high - LOW 1

Generic API Key high - LOW 2

Weak Hardcoded Password medium - LOW 1

Generic API Key - Short/Suspicious medium - LOW 2

High Entropy Secret medium - LOW 2

High Entropy Secret medium - LOW 4

Finding 1: Hardcoded Password - HIGH

Severity HIGH

Priority high

Provider -

Category -

Method -

Line 1

Masked content DB_PASSWORD=********

Fingerprint c463b16fed52

False positive score 20

Recommendation Remove the hardcoded password, rotate it immediately, and store the replacement in a secrets manager.

AI Explanation

Status ok

Provider ollama

Model phi3:mini

Explanation Detección: Se ha identificado una anomalía en la red corporativa. Impacto: La seguridad de los
datos podría estar comprometida, pero el alcance no se conoce aún. Remediación: Iniciamos un
análisis profundo para determinar la naturaleza y extensión del problema antes de implementar
medidas correctivas específicas.

Finding 2: Generic API Key - HIGH

Severity HIGH

Priority high

Provider -

Category -

Method -

Line 2

Masked content API_KEY=********

Fingerprint 52fcbc4a430b
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False positive score 35

Recommendation Revoke the exposed API key, generate a new key, and store it in a secrets manager.

AI Explanation

Status ok

Provider ollama

Model phi3:mini

Explanation Detección: Se ha identificado un posible incidente de ciberseguridad sin detalles específicos.
Impacto: El impacto del evento es desconocido debido a la falta de información completa.
Remediación: Es necesario realizar una investigación exhaustiva para determinar el alcance y
tomar medidas correctivas apropiadas.

Finding 3: Weak Hardcoded Password - MEDIUM

Severity MEDIUM

Priority medium

Provider -

Category -

Method -

Line 1

Masked content DB_PASSWORD=********

Fingerprint 2d20600bbc75

False positive score 20

Recommendation Replace weak credentials with strong secrets managed through a secure vault.

AI Explanation: not available for this finding. The finding remains valid based on deterministic scanner evidence.

Finding 4: Generic API Key - Short/Suspicious - MEDIUM

Severity MEDIUM

Priority medium

Provider -

Category -

Method -

Line 2

Masked content API_KEY=********

Fingerprint f4f46df71b7a

False positive score 40

Recommendation Review the value, confirm whether it is an active credential, and move it to a secure secrets store if valid.

AI Explanation: not available for this finding. The finding remains valid based on deterministic scanner evidence.

Finding 5: High Entropy Secret - MEDIUM
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Severity MEDIUM

Priority medium

Provider -

Category -

Method -

Line 2

Masked content API_KEY=********

Fingerprint c7613c966d30

False positive score 45

Recommendation Review this value and rotate it if it is a real credential.

AI Explanation: not available for this finding. The finding remains valid based on deterministic scanner evidence.

Finding 6: High Entropy Secret - MEDIUM

Severity MEDIUM

Priority medium

Provider -

Category -

Method -

Line 4

Masked content AWS_SECRET_ACCESS_KEY=********

Fingerprint c7613c966d30

False positive score 45

Recommendation Review this value and rotate it if it is a real credential.

AI Explanation: not available for this finding. The finding remains valid based on deterministic scanner evidence.

Technical Disclaimer
This report is generated automatically by Questor. Detected secrets and credentials are not validated against external providers. AI-generated
explanations are provided as technical assistance and do not replace human security review. Any confirmed exposed credential should be revoked,
rotated, removed from source history, and investigated through provider logs.


